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Syllabus

Cyber Law
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Objectives: Ihe modern life has slipped into the cyber space. Diverse interpersonal

activitivs. dealings “with the institwlions and government and its agencies are happening
through cyber space. 1Uis incumbent on the part of all the users of cyber space to understand
e implication of thei getivity in cyber space and the incidents of the same in terms of civil
and criminal responsibilities. The voung minds should be introduced to cyber laws so that
they can ride on the modern technology by becoming responsible users of the same. Those
who are constantly using eyber space should be given the knowledge of often committed
erimes: istead of just lying on general knowledge it is imperative that they know the
provisions of law as well as the procedure for punishing those who commit for cybercrimes.

UNIT I: S5
Basic coneepts: Computer. Scope of information technology, basic concepts of Data Base
Managemenl System. malware, computer contaminants, viruses, worms etc, .

Internet: Basics of Compuier Network and Internets, Types of networks and search engines,
Advantages and disadvantages. Cyberspace, Netizens and Netiquettes,

UNET i ©E b
An overview of information technology Aet,2000: Civil courts have no Jurisdiction 1o
cntertain suits. Reasons for the enactment. Statement of objects and reasons; definitions:

digital and clectronic signature. electronic governance; Altribution: Acknowledgement and

dispatch ol electronic records; Secure electronic records and*secure electronic signature;
regulation of certifying authorities: electronic signature certificates; Duties of subseribers;
Penaltics. Compensation and Adjudication; Offences; Intermediaries not to be liable in

certam cases: Lxaminer of Electronic Evidence: Miscellaneous,

UNIT 1] _ 2 06
Cryptography, Encryption Technique and Algorithm and Digital Signature and
Eleetronic Signature:  Network sccurity, digital signature and electronic signature,
difference between them: Secure digital/electronic signature,

c-eommerce: meaning. delinition. advantages and disadvantages,

e-governance:  [ntroduction. chjectives, meaning  difference between e-governance, e-
gonvernment and soverpancg

e-record and e-contract: Electronic record or message, requirement of record or message;
attribution of electronie records: acknowledgement of receipt; time and place of dispatch and

receipt of e-record: online contracts,
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UNIT IV C . DD
Regulator: appointment of controller and other officers, functions of controller; powers of
controller of certifying authority: powers and functions of deputy or assistant controller of
certifying authority:

Certifying authority; Electronic signature Certificates- application, necessary documents,
granting ol the Eleetronic Signature Certificate, time period of certificale, suspension,

revocalion: Subscriber.

UNIT V OB b

Cyber Appellate Tribunal; Fstablishment. composition. qualifications for appointment as [
presiding officer. appeal 1o Cyber Appellate Tribunal, procedure and powers, right to legal =
representation. appeal o High eourl. compounding of contraventions, recovery of penalty,

Cyber Crimes; Internet jurisdiction. eyber-crime, classification of cyber offences and cyber
contraventions under Information Technology Act, 2000, extra-territorial jurisdiction. search.

investigation and prosecution.

Preseribed Book:
Dr. Ivothi Rattan. Cyber Laws and information Technology, (New Delhi: Bharat Law House)

Latest Edition.

Reterence Books
l. Vakul Sharma &Seemasharma, Jnformation Technology: Law and pi'autice.
(Gurgaon:Lexis Nexis) Latest Edition,
2. Lalat Fatima. Cyber Crimes, (Lucknow: Eastern Book Co.) Latest Edition.

UUEHHUI] Paper Pattern:
i
mection A

Answer any TEN guestions 10*1=10

Section B;

Answer any TEN questions 10%2=20

Section C:

Answer any FOUR questions 4*5=2()

TOTAL=50
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Cyber Law Model Question Paper

TumkurUniversity
Tumakuru
Time: 3 Hrs Max. Marks: 50
SECTION-A
L Answer any ten Questions: (10X1=10)

|. What is Information Technology?

2, Define malware?

3. Expand WORM?Y

4. Define E-Commerce?

5. What is network security?

6.What is E-Record?

7. what is secured electronic signature?

% what is secured electronic record?

9 Mention any two cyber offences.

10, What is purpose of electronic signature certificate?
11.what is meant by cyber appellate tribunal?

12, what is purpose of extra territorial jurisdiction?

SECTION-B
1. Answer any ten Questions: (10X2=20)

1. What is Virus? List Different types of Viruses.

2. Explain Cyberspace?

3.What are the objectives of E-Governance?

4. What are the applications of Electronics signature certificate?

5, Explain the functions of Controller?

6. BExplain the provisions relating to electronic (digital) signature certificate.

7. Explain the powers of the certifying authority to issue electronic signature certificate.

8, Explain the procedure for suspension and revocation of digital signature certificate.

9. Explain the provisions in the 1T amendment Act 2008 relating to regulation of certifying
authorities.

10. Explain the appointment and functions of controller of certifying authorities.

1 1. Explain the procedure for grant or rejection of license to issue electronic signature certificate,

12. Explain the provisions in the information technology amendment Act 2008 regarding electronic
records
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SECTION-C
III.  Answer any four Questions: (4X5=20)

1. What is Network? Explain different types of Network?

2. Differentiate between digital signature and electronic signature?

3.What are the powers of controller for certifying authority?

4. What are the powers of cyber appellate tribunal regarding trial of cyber law cases.
5. Write a note internet policy of government.

6. Write a note on internet exchange of india [INIXI].




